851 
ISSN 1598-3986(Print) 
ISSN 2288-2715(Online) 
http://dx.doi.org/10.13089/JKIISC.2014.24.5.851 


Journal of The Korea Institute of Information Security & Cryptology 
VOL.24, NO.5, Oct, 2014 


Study on Smart TV Forensics* 


Hee-soo Kang,’ Min-su Park, Seung-joo Kim 
Center for Information Security Technologies(CIST), Korea University 


Q ot 
ai = 


dap rel pat EL; zoe] e) 71S] UR TV dal 
es 2189 o tela lebt AAS AEE AME. TV} Sheep) Io] srt leh. le] a TV 7] 
59 192 1498 249922 del keg, 189 Yaa TVE 717] del 445 soley} deep ziel d 
AA EAA 229 loz 33592] Zale} gelt VE 84] ea E A AZ 
sb] il 4849] YA BES 34 4 dis soles 7171 Mal 4437] viel dal EAA aye} ye 
E E 354 dau] Hop ds z 
zu a ssepe TV EAA dd d dai deit), 


IT 7] #8] Was} dë gel Saye 


ABSTRACT 


With an increasing demand of powerful electronic goods, smart TV containing network module with digital TV gets more 
popular. These change are meaningful from a digital forensics perspective because smart TV store more user’s data than digital 
TV. In this paper, we suggest smart TV forensics as a branch of digital forensics. With smart TV forensics, investigator can 
trace more wide age group’s activities than existing digital forensics analysis. 

Keywords: Smart TV Forensics, Smart TV, Digital Forensics 
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Fig. 1. Prospect of domestic smart TV usages 
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<list> 
<widget id="111199000764" name="Camera" lock="false" removable="false" 


installedDate="20120726110046164" runTitle="CameraApp” ispBound="false"> 
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Fig. 5. info.xml 


= 113373] Ae H ix 


(2014. 10) 857 


4.3.4 FHE AE SES 


Ap "P Za 238 Avi al ARG SS 
/mtd_rwcommon/common/111199000764/Ca 
meraAppFileInfo.xmlel] adu. ze = 
11119900764: HH dal d ele 
info.xmlel4] 319! 7531. Fig. 6.2 7.1121 A 
$- A Wa dele} CameraAppFileInfo.xmlell 
oj auge 44334] Ye welch. Fig. 6.9 
A Sb + qa] heb ARR. A Alal/ea4t $39 
HH, apejelaL abe, dae, 29 AL X9] 
437) CameraAppFileInfo.xmlo] 2329. 


arenos 


P= =a /dtv/usb/sda1/CameraApp/Photo/Photo01-2013129.ljpg</filepath> 

<filename>Photo01-2013129.ljpg</filename> 

<thumbnailpath> /dtv/usb/sda1 /CameraApp/Photo/Thumb/Photo01- 
2013129.ljpg«/thumbnailpath» 

«isVideo »0 «/isVideo» 


<date>Mon Dec 09 2013 13:49:19 GMT+0900 (GMT)</date> 
«service» Camera «/service» 

«resolution» 1280*720«/resolution» 
<fileSize>232KB</fileSize> 


Rd 


eNa 
GEERT ER 2013129.vu</filepath> 
<filename>Video02-2013129.vu</filename> 

<thumbnailpath> /dtv/usb/sda1 /CameraApp/Camera/Video02-2013129.ljpg</ 
<isVideo>1</isVideo> 

<date>Mon Dec 09 2013 13:50:10 GMT+0900 (GMT)</date> 


<service>Camera</service> 
<resolution>1280*720</resolution> 
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Fig. 6. CameraAppFilelnfo.xml 
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Fig. 8. mta file and restored thumbnail images 
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